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El-Gamal E-Sign

The ElIGamal signature scheme is a digital signature scheme which is based on the difficulty of
computing discrete logarithms.

It was described by Taher EIGamal in 1984. The ElGamal signature algorithm is rarely used in practice.
A variant developed at NSA and known as the Digital Signature Algorithm is much more widely used.
The EIGamal signature scheme allows a third-party to confirm the authenticity of a message sent

over an insecure channel.
From <https://en.wikipedia.org/wiki/ElGamal_signature_scheme>
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1.Signature creation
To sign any finite message M the signer performs the following steps using public parametres PP.

Compute h=H(|V|).

Choose arandom i suchthat1 <i<p—21andgcd(i,p—1)=1.
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Compute it mod (p-1): it mod (p-1) exists if gcd(i, p — 1) = 1, i.e. i and p-1 are relatively prime.

k* can be found using either Extended Euclidean algorithmt or Euler theorem or .....

>>i_ml=mulinv(i,p-1) % i*mod (p-1) computation.
Compute r:g‘ mod p
compute S=(N-xr)i-t mod (p-1) --> h=xr+is mod4(p-1)
Signature 6=(\TI",S s=(h-sxr)i” [7
(r:s) 1440@2//@—4

50 = (h—ser) L7 &7
Weytr =5, h= X.P+ 7.5

2.Signature Verification
A signature 6=(r,S) on message M is verified using Public Parameters PP=(p, g) and PuK a=a.

1. Bob computes h=H(|\/|).
2. Bob verifies if 1<r<p-1 and 1<s<p-1.
3. Bob calculates V1=0" mod p and V2=a"rs mod p, and verifies it V1=V 2.

The verifier Bob accepts a signature if all conditions are satisfied during the signature creation
and rejects it otherwise.

3.Correctness

The algorithm is correct in the sense that a signature generated with the signing algorithm will
always be accepted by the verifier.

The signature generation implies

h=xr+is mod (p-1)

Hence Fermat's little theorem implies that all operations in the exponent are computed mod (p-1)
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>> i =int64(randi(n-1)) >> r=mod exnl(g.i.n) >>g h=mod exnlg.h.n)
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>> p=int64(268435019)

p =268435019
>>g=2;

>> x =int64(randi(p-1))
X = 65770603

>> a=mod_exp(g,x,p)
a=232311991

>> M='Hello Bob...'

M = Hello Bob...

>> h=hd28(M)

h =150954921

imimsociety.net

>> i =int64(randi(p-1))
i=201156232

>> ged(i,p-1)

ans =2

>> i =int64(randi(p-1))
i =35395315

>> ged(i,p-1)

ans=1
>>i_mil=mulinv(i,p-1)
i_m1=192754179

>> mod(i*i_m1,p-1)
ans=1
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>>r=mod_exp(g,i,p)
r=172536234

>> hmxr=mod(h-x*r,p-1)
hmxr = 20262153
>>s=mod(hmxr*i_m1,p-1)
s =44575091

>>g _h=mod_exp(g,h,p)
g h=241198023
>>V1=g h
V1=241198023

>>a_r=mod_exp(a,r,p)
a_r =49998673
>>r_s=mod_exp(r,s,p)
r s=111993804
>>V2=mod(a_r*r_s,p)
V2 =241198023
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